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BLOCAGE ANTI FLOOD



SAVE CONFIG AND REVERT

• 1.1 Sauvegarde iptables (rollback en 1 commande)
• sudo iptables-save > /root/iptables.pre_flood.$(date +%F_%H%M%S).rules

• Pour revenir EXACTEMENT à l’état initial :
• sudo iptables-restore < /root/iptables.pre_flood.YYYY-MM-DD_HHMMSS.rules

• 1.2 Sauvegarde sysctl (rollback kernel)sudo sysctl -a > 
/root/sysctl.pre_flood.$(date +%F_%H%M%S).txt





ACTIVER PROTECTION SYN
• sudo sysctl -w net.ipv4.tcp_syncookies=1

• sudo sysctl -w net.ipv4.tcp_max_syn_backlog=8192

• sudo sysctl -w net.ipv4.tcp_synack_retries=2

• sudo sysctl -w net.core.somaxconn=4096





Limiter UNIQUEMENT les SYN vers 443 au niveau firewall 
• sudo nft add table inet synlimit 2>/dev/null || true

• sudo nft 'add chain inet synlimit input { type filter hook input priority 
-150; policy accept; }' 2>/dev/null || true

• sudo nft add rule inet synlimit input ct state established,related 
accept

• sudo nft add rule inet synlimit input tcp dport 443 tcp flags syn ct 
state new limit rate 200/second burst 400 packets accept

• sudo nft add rule inet synlimit input tcp dport 443 tcp flags syn ct 
state new drop





NEXT STEPS












