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agenda

• ssh  password activation

• execute base linux installation : install_script.sh

• Installation de virtualenv :   install_venv.sh



Basic staging/Production Setup

• Linux Ubuntu Basic System :
– Basis (apt-get Install)

– Imaging

– Memcache / RabbitMQ

• Python and Django :
– Easy Install / PIP / VirtualEnvs (Wrapper)

– Python and Django Addon

• Nginx Installation :
– Nginx setup (enabled and available)

– Gunicorn setup

• Supervisor :

• PostGreSql Server :
– Create your Database

– Dump / reload your Database 

– Create Grant Role

• Java / Elastic Search :

• Your  Core code :
– SSH key and GIT

– Unfuddle SSH key register

– Clone Core code 

• CronTab (Cron Settings)



AWS EC2 SSH



Initial SSH AND PASSWORD SETTINGS

• USE special ssh given by aws connect with pem key

• cd /etc/ssh

• vi sshd_config :

– change psw authentication allowed to yes

• cd /sshd_config.d

– update 60-cloudimg-settings.conf

– update authentication by password

• sudo /etc/init.d/ssh restart

• update user  « ubuntu » password :

– sudo passwd ubuntu



EXTEND EBS

WHEN REQUIRED

df –h : 100%



AWS EBS EXTEND RULES

• 1 REALIZE AN EBS SNAPSHOT

• 2 EBS VOLUMES EXTENDS



AWS EBS EXTEND
sample of extend from 400 to 650 Gb – gp2

GP2 :  Means standard SSD disk for normal usage

Normally matches the WEB standard I/O FS



MODIFY VOLUME SIZE



EXTEND AWS EBS

• STANDARD LINUX PROCEDURE :

– Check current root disk :   df -h

– Verify New attached Volume size

• lsblk

– Verify Partition (1) :

• sudo fdisk -l

• sudo growpart /dev/nvme0n1  1 (all entire volume)

– Extend current Filesystem:

• df –hT

• sudo resize2fs /etc/nvme0n1p1   (Resize partition 1)

• df –h

• Enjoy new disk space !



EXTEND PROCEDURES
fdisk -l

growpart  /dev/nvme0n1   1

resize2fs  /dev/nvme0n1p1



PRA



Fail Over Process

• Original server :

– Every day:

• AWS Snapshot

• send to other Datacenter

– Every Morning (8:00AM):

• PG Dump (.tar) of database_name Database

• SCP to Target server



Recover Process on Target server

• Target server :

– Every Fail Over scenario:
• PG Restore with last Database Dump

• Update « django site » with FailOver Domain (if required)

• Git pull –v , Master Branch

• Restart Gunicorn, Nginx, PostGresql

– Check :
• Check CertBot Pem key validity (SSL Key for Https)

• Check O/S Version compatibility (22.04)

• Check server-sides (Nginx, supervisor, Redis, Gunicorn, Postgresql, ..)

• Check Django & Python addon

• Check free memory & TOP review



DAILY DUMP OF DATABASES

• PG DUMP

– every Morning after Batch execution

– send Dump to Datarecover Center

– Restore Dump on Data recover center



Kernel  Optimization



Base Optimization

• 1) Kernel compilation

• 2) Swappiness and virtual Memory

• 3) Huge memory Pages

• 4) Tune Kernel Memory Page

• 5) Monitor and Diagnostic

• 6) Application Optimization

• 7) Up to date Kernel and Patch















High memory Optimization



Memory Optimization

• 1. Configure Kernel for High Memory Access

• 2. Use High Memory Efficiently

• 3. Transparent Huge Pages (THP)

• 4. Huge Pages

• 5. Tune Kernel Memory Parameters

• 6. Optimize I/O Operations

• 7. Application-Level Optimizations

• 8. Monitor High Memory Usage

• 9. Advanced: Use ZSWAP and ZRAM

















Docker



Docker Installation
sudo apt-get update   &  apt-get upgrade 

sudo apt-get install python3-gi

sudo apt-get install pkg-config libcairo2-dev gcc python3-dev libgirepository1.0-dev

sudo apt-get install python3-setuptools python3-pip

pip install gobject PyGObject

sudo apt update

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -

sudo add-apt-repository "deb [arch=amd64] https://download.docker.com/linux/ubuntu focal stable »

sudo apt update

sudo apt-cache policy docker-ce

sudo apt install docker-ce

sudo systemctl status docker

sudo docker build -t project/ubuntu_base .



Docker Components
• https://hub.docker.com/

• Create a new AMI common for any new server :

– Fixed and common Parts :
• Main Linux components

• Nginx

• supervisor

• Virtualenvs

• Python 3.12

• PostGresql

• Redis

• Java

• ElasticSearch

• certbot

• Common Python & Django addon 
– mandatory :

» gunicorn

» pg extra

» django  5

– common addon for a Django project

https://hub.docker.com/


Variable Components

• https://hub.docker.com/

• Create a new AMI common for any new server :

– Variable components :

• Restore PostGresql Database

• GIT Clone

• git checkout on xxxxBranchxxxx

• Local settings.py
– DataBase Name

– Local country settings

– Local server settings

– Logging and Local base directory

– Cache settings

• Django Specific addon
– See Addon Packager (poetry or other ....)

https://hub.docker.com/


Linux Ubuntu

24.04 



Update from Python to Python 3.12

• Python3 –V

• sudo apt-get install python3.12

• sudo update-alternatives --install /usr/bin/python3 python3

/usr/bin/python3.12

• sudo update-alternatives --install /usr/bin/python3 python3

/usr/bin/python3.12

• sudo update-alternatives --config python3

• Python3 –V

• sudo apt update

• sudo apt-get install python3.12-distutils

• sudo apt install software-properties-common

• sudo add-apt-repository ppa:deadsnakes/ppa

• sudo apt-get install python3.12  python3.12-dev

• mkvirtualenv -p /usr/bin/python3.12 venv_django5



Amazon EC2 Linux Basic System
• Apt-get update & apt-get upgrade

•

Ubuntu Setup for your own Django project Tasks :

– apt-get install  python 3.12 (if missing)

– apt-get install make

– apt-get install gcc

– apt-get install sudo

– Apt-get install python3-pip

– apt-get install python3-setuptools

– apt-get install python-dev  and  python3-dev python3.8-dev

– apt-get install build-essential

– apt-get install yum curl

– apt-get install libjpeg-progs libjpeg-dev

– apt-get install libjpeg8 libjpeg8-dev

– apt-get install zlib1g-dev

– apt-get install binutils libproj-dev  gdal-bin

– apt-get install libxml2-dev

– apt-get install libxslt1-dev

– apt-get install libcurl3-dev

– apt-get install python-crypto

– Apt-get install python3-pil

– apt-get install libgeoip1

– apt-get install python3-gdal

– Apt-get install yui-compressor

– Apt-get install python3-pip

– Apt-get install software-properties-common

– apt-get install python3-full

– apt-get install libdbd-pg-perl

– apt-get install python3.10-venv

– apt-get install python3.10-distutils



INSTALLATION automation SCRIPT

• Base Linux system Libraries

• gevent

• docker

• supervisor

• postgresql 18

• redis

• certbot

• memcached



Linux system

Addon



Memcache, Rabbitmq and Redis

• apt-get install RabbitMQ-server

• RabbitMQ-server

•Apt-get install memcached

• vi /etc/memcached.conf

• service memcached restart 

• memcached –d –m 2048 –u root

• ps -eaf | grep memcached

• service memcached restart

• Redis server:

• see installation details on  next page



Redis server on Ubuntu 24.04



Python and Django



Virtualenvs (Linux)

Virtualenv

virtualenvwrapper



Virtualenvwrapper setup

• https://virtualenvwrapper.readthedocs.io/en/latest/install.html#basic-installation

• https://virtualenvwrapper.readthedocs.io/en/latest/

• Create required directory structure :
– Under /home

• Mkdir web

• Cd web / Mkdir virtualenvs / cd virtualenvs / Mkdir  venv_2025

• make it write enabled

• Pip3 install –user virtualenvwrapper (only till python 3.10)

• Apt-get install python3-pip (before)

• Setup .bashrc :        (chmod + locate the code in top of bashrc)
– HOMEW='/home/gon2000fr'

– export WORKON_HOME=$HOMEW/.virtualenvs

– export VIRTUALENVWRAPPER_SCRIPT=/home/ubuntu/.local/bin/virtualenvwrapper.sh

– export VIRTUALENVWRAPPER_PYTHON=/usr/bin/python3

– export VIRTUALENVWRAPPER_VIRTUALENV=/home/ubuntu/.local/bin/virtualenv

– export PIP_RESPECT_VIRTUALENV=true

– export PIP_VIRTUAL_BASE=$WORKON_HOME

– source /usr/local/bin/virtualenvwrapper_lazy.sh

• Quick start :
– sudo -i

– Source ~/.bashrc

– Update .bash_profile (add source .bashrc)

– Mkvirtualenv  venv_2025 , or ….

– Update POSTACTIVATE (under /venv_2025/bin)

– Workon venv_2025

https://virtualenvwrapper.readthedocs.io/en/latest/install.html#basic-installation
https://virtualenvwrapper.readthedocs.io/en/latest/


Virtualenvwrapper setup (last)

• Create Under /home/.virtualenvs/your_venv/ :

– Mkdir logs

– Mkdir config (required for Gunicorn and Nginx and Supervisor)

– Mkdir temp

– mkvirtualenv -p /usr/bin/python3.12 venv_django5

• if a second venv is required with different version of Python



Admin Tools  addon

• We are missing some Css Layout :

– /admin_tools/css/menu.css  et menu-ie.css

– To be copied directly in Lib packages / admin_tools/dashboard

– Move utils.js to from /static/js to   /dashboard



Nginx

and

Gunicorn



Nginx architecture



Workflow Nginx/Gunicorn/Supervisor

Nginx

(sites-available)

Listen *:80 or *:443

Poxy pass : gunicorn server

127.0.0.1:9000

Gunicorn – Workers

Bind on : 127.0.0.1:9000

(Under virtualenvs)

Supervisor (Ctl)

Manage : Gunicorn

On 0.0.0.1:9000

http://senko.net/en/django-nginx-gunicorn/

http://senko.net/en/django-nginx-gunicorn/


Nginx

• Apt-get install nginx

• Apt-get install Gunicorn

• Apt-get install gunicorn3

• Pip3 install gevent

• Configure nginx :

• Create entry to sites-available

• Create symlinks to sites-enabled

• Nginx.conf

• ssl sites-available modules



Supervisor



Supervisor
• apt-get install Supervisor

• Cd /etc/Supervisor

• Cd conf.d

– Insert  a new Conf file for your own Instance  

(/home/web/supervisord.conf) :
• [program:staging_gunicorn]

• command=/home/web/virtualenvs/venv_2025/bin/gunicorn_django -c 

/home/web/virtualenvs/django110/config/gunicorn/gunicorn_staging.conf.py

• -b 0.0.0.0:9000

• directory=/home/virtualenvs/venv_2025/your_django_project

• autostart=true

• autorestart=true

• stdout_logfile=/home/web/.virtualenvs/test/logs/supervisord.stdout.log

• stdout_logfile_maxbytes = 50MB

• stdout_logfile_backups = 5

• stderr_logfile=/home/web/.virtualenvs/test/logs/supervisord.stderr.log

• stderr_logfile_maxbytes = 50MB

• stderr_logfile_backups = 5

• redirect_stderr=false

• Reload Supervisor configuration :

– Sudo supervisorctl reload

– Sudo supervisorctl restart staging

– sudo supervisorctl restart staging

– Check Logs under /home/web/virtualenvs/venv_2025/logs/



MariaDB



MariaDB Installation
• sudo apt install curl gnupg lsb-release –y

• curl -LsS https://mariadb.org/mariadb_release_signing_key.asc | sudo gpg --

dearmor -o /usr/share/keyrings/mariadb-keyring.gpg

• echo "deb [signed-by=/usr/share/keyrings/mariadb-keyring.gpg] 

http://mirror.hetzner.com/mariadb/repo/11.4/ubuntu jammy main" | sudo tee 

/etc/apt/sources.list.d/mariadb.list

• sudo apt update

• sudo apt install mariadb-server mariadb-client -y



Setup MariaDb
• sudo tee /etc/mysql/mariadb.conf.d/99-django.cnf >/dev/null <<'EOF’

• [mysqld]

• # Encodage par défaut (Django recommande utf8mb4)

• character-set-server = utf8mb4

• collation-server      = utf8mb4_unicode_ci

• # InnoDB (par défaut) + fichiers séparés

• innodb_file_per_table = 1

• innodb_flush_log_at_trx_commit = 1

• innodb_strict_mode = 1

• # SQL mode strict (évite les insert tronqués)

• sql_mode = STRICT_TRANS_TABLES,NO_ENGINE_SUBSTITUTION

• # Sécurité: n'écoute que localement (si serveur d’app web local)

• bind-address = 127.0.0.1

• EOF

• sudo systemctl restart mariadb



PostGreSQL 18
server

Database

python addon



Dowload

• https://www.postgresql.org/download/

https://www.postgresql.org/download/


PostgreSQL Installation
• sudo apt update

• sudo apt-get install postgresql postgresql-contrib postgresql-client

• sudo systemctl start postgresql.service

• sudo /etc/init.d/postgresql restart

• sudo –i –u postgres

• Psql

• Exit ➔ \q

• sudo apt-get install pgloader

• Vi /etc/postgresql/18/main/pg_hba.conf   (main Postgres config)

• Under sudo mode :

– Createuser –interactive –P

• Pgloader_pg, django

• CREATE DATABASE database_name WITH TEMPLATE = template0 

OWNER "postgres" ENCODING "UTF8"  LC_COLLATE =  "en_US.UTF-8";

• Under psql : \l      (will List all created DataBases)



PostGreSQl 18

• sudo apt update

• sudo apt install postgresql-18

• https://dev.to/johndotowl/postgresql-18-installation-on-ubuntu-2404-

51ia

https://dev.to/johndotowl/postgresql-18-installation-on-ubuntu-2204-51ia


PostGreSQL 18 -Installation

• sudo sh -c echo "deb http://apt.postgresql.org/pub/repos/apt $(lsb_release -

cs)-pgdg main" > /etc/apt/sources.list.d/pgdg.list

• curl -fsSL https://www.postgresql.org/media/keys/ACCC4CF8.asc | sudo 

gpg --dearmor -o /etc/apt/trusted.gpg.d/postgresql.gpg

• sudo apt update

• sudo apt install postgresql-18 postgresql-contrib-18

• sudo systemctl start postgresql

• sudo systemctl enable postgresql

• sudo vi /etc/postgresql/18/main/postgresql.conf



PostGreSQL – RDS and Remote access

• listen_addresses = ‘*’

• sudo sed -i '/^host/s/ident/md5/' 

/etc/postgresql/18/main/pg_hba.conf

• sudo sed -i '/^local/s/peer/trust/' 

/etc/postgresql/18/main/pg_hba.conf

• echo "host all all 0.0.0.0/0 md5" | sudo tee -a 

/etc/postgresql/18/main/pg_hba.conf

• sudo systemctl restart postgresql



PostGreSQL – Connection

• sudo –i –u postgres

• PSQL :

– ALTER USER postgres PASSWORD ‘xxxxxxxxxxx';



PostGreSQL 
& Windows

• https://www.enterprisedb.com/downloads/po

stgres-postgresql-downloads

https://www.enterprisedb.com/downloads/postgres-postgresql-downloads


PostGreSQL & Python

sudo apt install 
python3-pip 

python3-dev 

libpq-dev 

postgresql-18 

postgresql-contrib-18

pip install 
psycopg2

django-postgres-extra 



PostgreSQL Migration

• Createuser –interactive –P

• Create sudo user    postgres or add it to sudo group

• create ROLE root  WITH SUPERUSER REPLICATION BYPASSRLS LOGIN CREATEDB 

CREATEROLE;

• sudo pgloader mysql://login:password@localhost:3306/ideolab postgresql:///ideolab

• Cron Migration has been released : clone_postgresql.py

• recursive extract of FK and M2M fields



Migrations known issues

• Company Data model has corrupted FK on country

– we have to convert Data Model FK (wrong option)

– we have to convert Varchar country_id to Integer(11)

– default to france (Id=77)

• City has an enclosed Manager which block migration

• M2M Migrations will be done separatly

• Case sensitive Issues (Big show stopper)

– example with parameters !!



PSQL – Main commands

• \q    : quit

• \l     : List DataBase

• \password root   : change Password user

• \du : List all Users

• \conninfo : connexion information

• \c  database : connect to a DataBase

• \dt : List of Tables under the DataBase

• \dt+ : List of tables with more Information

• \d : List of relations

• \di : List all Indexes of DataBase



PostGreSQL 18 & Linux 24.04 LTS

• sudo apt-get install postgresql

• sudo apt-get install postgresql-client

• sudo apt install postgresql-doc

• sudo systemctl restart postgresql

• https://ubuntu.com/server/docs/install-and-configure-

postgresql

• https://www.postgresql.org/docs/current/admin.html

https://ubuntu.com/server/docs/install-and-configure-postgresql
https://www.postgresql.org/docs/current/admin.html


Django and PostgreSQL

• Engine : django.db.backends.postgresql_psycopg2

• Engine : django.db.backends.postgresql

• Pip3 install psycopg2-binary



PG Admin 4
• https://www.how2shout.com/linux/install-postgresql-pgadmin-4-on-

ubuntu-24-04-lts-jammy-linux/

• https://www.pgadmin.org/

• https://www.webhi.com/how-to/how-to-install-pgadmin4-on-ubuntu-

18-04-20-04-22-04/

• Sudo apt install pgadmin4-desktop

https://www.how2shout.com/linux/install-postgresql-pgadmin-4-on-ubuntu-24-04-lts-jammy-linux/
https://www.pgadmin.org/
https://www.webhi.com/how-to/how-to-install-pgadmin4-on-ubuntu-18-04-20-04-22-04/


PgAdmin 4 - installation
▪ sudo apt update && sudo apt upgrade –y

▪ sudo curl https://www.pgadmin.org/static/packages_pgadmin_org.pub | sudo apt-key add

▪ echo "deb https://ftp.postgresql.org/pub/pgadmin/pgadmin4/apt/$(lsb_release -cs) 

▪ pgadmin4 main" | sudo tee /etc/apt/sources.list.d/pgadmin4.list

▪ sudo apt update

▪ sudo apt install pgadmin4



PgAdmin 4



Create your Database



dump and restore
• https://www.dbvis.com/thetable/a-complete-guide-to-pg_dump-with-examples-tips-and-

tricks/

• https://www.postgresql.org/docs/current/app-pgdump.html

• https://www.timescale.com/learn/a-guide-to-pg_restore-and-pg_restore-example

• https://docs.postgresql.fr/16/app-pgdump.html

• pg_dump --dbname=database_name --file=dump_postgresql_2806.sql

• pg_dump --format=custom --file dump_postgresql_2806.sql  database_name 

• pg_dump --clean  -F c database_name  >  dump_postgresql_2806.tar

• pg_restore –U postgres –W –C –c –if-exists -d database_name     dump.tar

• pg_restore -vFd -d database_name dump.tar

• pg_restore --jobs=8  --dbname=database_name   --verbose dump_postgresql_1407.tar

https://www.dbvis.com/thetable/a-complete-guide-to-pg_dump-with-examples-tips-and-tricks/
https://www.postgresql.org/docs/current/app-pgdump.html
https://www.timescale.com/learn/a-guide-to-pg_restore-and-pg_restore-example
https://docs.postgresql.fr/16/app-pgdump.html


vacuum concept

• In PostgreSQL, when a row or tuple is updated or 

deleted, the record is not actually physically deleted or 

altered. This leaves obsolete records on the disk, which 

consume disk space and also negatively affect query 

performance. 

• To fix this, PostgreSQL provides a neat feature called 

Vacuum that lets me easily clear out such records from 

the disk and gain back the space, improving query 

performance too.

• Vacuum analyze is a handy way to combine reorg + stat 

analyzer. could be executed daily



MAIN SERVER SETTINGS

• shared_buffers = 45% of total DRAM

• temp_buffers  = 64 to 256 MB

• work_mem      = 256 MB

• maintenance_work_mem = 4GB

• fsync = off

• commit_delay = 1000 (micro second)

• checkpoint_timeout = 10min

• show shared_buffers;

• alter system set shared_buffers = ‘32GB';

postgresql.conf systemctl restart postgresql



MAIN SERVER SETTINGS

• random_page_cost = 2 (For better Index scan)

• effective_cache_size = 48GB

• synchronous_commit     = off

• commit_siblings              = 10 - 20

WHEN DYNAMIC ALTER OF A SETTINGS IT’S LOCATED HERE :

/var/lib/postgresql/16/main

postgresql.auto.conf

ERROR LOG IS HERE :

/VAR/LOG/POSTGRESQL



WAL    Settings

• wal_sync_method = open_datasync

• full_page_writes =         off

• wal_buffers     = 3% of shared buffer

• max_wal_size = 2GB



Index Monitoring

• pg_stat_user_indexes()

• pg_stat_activity() 

• pg_relation_size()

• idx_scan 

• EXPLAIN_ANALYZE 



Tuning guidelines
• https://www.postgresql.org/docs/current/performance-tips.html

• https://wiki.postgresql.org/wiki/Tuning_Your_PostgreSQL_Server

• https://www.postgresql.org/docs/16/populate.html#POPULATE-MAX-WAL-SIZE

• https://amperecomputing.com/tuning-guides/postgreSQL-tuning-guide

• https://medium.com/@talhakhalid101/tuning-tips-to-maximize-your-postgresql-

performance-2a78996ee666

• https://www.postgresql.org/docs/current/runtime-config-wal.html#GUC-COMMIT-

SIBLINGS

• https://www.cybertec-postgresql.com/en/bulk-load-performance-in-postgresql/

• https://blog.gitguardian.com/10-tips-to-optimize-postgresql-queries-in-your-

django-project/

https://www.postgresql.org/docs/current/performance-tips.html
https://wiki.postgresql.org/wiki/Tuning_Your_PostgreSQL_Server
https://www.postgresql.org/docs/16/populate.html#POPULATE-MAX-WAL-SIZE
https://amperecomputing.com/tuning-guides/postgreSQL-tuning-guide
https://medium.com/@talhakhalid101/tuning-tips-to-maximize-your-postgresql-performance-2a78996ee666
https://www.postgresql.org/docs/current/runtime-config-wal.html#GUC-COMMIT-SIBLINGS
https://www.cybertec-postgresql.com/en/bulk-load-performance-in-postgresql/
https://blog.gitguardian.com/10-tips-to-optimize-postgresql-queries-in-your-django-project/


SERVER CONFIGURATION

• https://docs.postgresql.fr/16/runtime-config.html

• https://data.sigea.educagri.fr/download/sigea/supports/P

ostGIS/distance/perfectionnement/M06_Bonnes_pratiqu

es/co/20_Parametrage_spatial.html

• https://www.postgresql.org/docs/current/runtime-config-

query.html

https://docs.postgresql.fr/16/runtime-config.html
https://data.sigea.educagri.fr/download/sigea/supports/PostGIS/distance/perfectionnement/M06_Bonnes_pratiques/co/20_Parametrage_spatial.html
https://www.postgresql.org/docs/current/runtime-config-query.html


Purge Old version of Postgresql

• dpkg -l | grep postgresql

• sudo systemctl disable  postgresql

• sudo apt-get purge postgresql-18

• sudo apt-get remove --purge postgresql-18

• sudo apt-get autoremove

• sudo rm -rf /etc/postgresql

• sudo rm -rf /var/lib/postgresql

• sudo find / -iname "*postgres*" -exec rm -rf {} \;

• dpkg -l | grep postgresql

• sudo dpkg --remove postgresql-18

https://www.squash.io/step-by-step-process-to-uninstall-postgresql-on-ubuntu/


Connecting to localhost:5433 database database_name as user 'postgres'...

OS information 
[INFO]    OS: linux Version: 4.19.0 Arch: x86_64-linux-gnu-thread-multi

[INFO]    OS total memory: 45.93 GB

[BAD]     Memory overcommitment is allowed on the system.  This may lead the OOM Killer to kill at least one PostgreSQL process, DANGER!

[INFO]    sysctl vm.overcommit_ratio=50

[BAD]     vm.overcommit_ratio is too low, you will not be able to use more than (50/100)*RAM+SWAP for applications

[WARN]    Use the --ssd arg if the VM only uses SSD storage

General instance informations 

----- PostgreSQL version  -----
[OK]      You are using the latest PostreSQL major version (16.3 (Ubuntu 16.3-1.pgdg20.04+1))

----- Extensions  -----
[INFO]    Number of activated extensions: 1

[INFO]    Activated extensions: plpgsql

[WARN]    Extension pg_stat_statements is disabled in database database_name

----- Connection information  -----
[INFO]    max_connections: 500

[INFO]    Current used connections: 6 (1.20%)

[INFO]    3 connections are reserved for super user (0.60%)

[INFO]    Average connection age:  21m 40s

----- Memory usage  -----
[INFO]    Configured work_mem : 300.00 MB

[INFO]   Using an average ratio of : work_mem buffers by connection of 150% (use --wmp to change it)

[INFO]    Total work_mem (per connection) : 450.00 MB

[INFO]    shared_buffers : 28.00 GB

[INFO]    Track activity reserved size : 0.00 B

[INFO]    maintenance_work_mem= : 4.00 GB

[INFO]    Max memory usage:

shared_buffers (28.00 GB)

+ max_connections * work_mem * average_work_mem_buffers_per_connection (500 * 300.00 MB * 150 / 100 = 219.73 GB)

+ autovacuum_max_workers * maintenance_work_mem (3 * 4.00 GB = 12.00 GB)

+ track activity size (0.00 B)

= 259.73 GB



QUERY OPTIMIZING
• USE  only() : limit use of columns

• pay attention  to : use of upper()

• dont use  : « __iexact » (Django query)

• explicit Index : for upper value (class Meta)

• select_related : Not best match

• large list : use iterator()

• repeated queries : use of « Prepare »



PostGreSQL

&

Partitioning



Base Rules

• Django's ORM doesn't have built-in 

support for partitioned tables,

• We need for using partitions in our 

IdeoLab application, little extra work.

• Another option is to use a package called 

django-postgres-extra

https://django-postgres-extra.readthedocs.io/en/master/table_partitioning.html


Performances Improvement



Table Partitioning
• Table Partitioning: When you deal with large volumes of data, 

consider using PostgreSQL’s partitioning functionality. This involves 

splitting large tables into smaller parts, which can significantly speed 

up queries and reduce maintenance overhead.

• https://www.postgresql.org/docs/current/ddl-partitioning.html

• https://rodoq.medium.com/partition-an-existing-table-on-postgresql-

480b84582e8d

• Candidates SQL Tables :

AccomodationConsumption

• AccomodationTemperature

• AccomodationHumidity

• apiDataSensor

• Various logging and Messages Tables

• Sensor + Sensor Status 

https://www.postgresql.org/docs/current/ddl-partitioning.html
https://rodoq.medium.com/partition-an-existing-table-on-postgresql-480b84582e8d


Tablespace Partition Key

• Several Tracks on the way :

– By Year

– By Year – Month

– By Residence

• The Partition key should be scalable

• Building a Partition simulator



How it works

• The partitioned accomodation table - the 

table we will split into smaller tables by 

“residence key”-

• It doesn't hold any data. It exists as a 

parent to the partitions and a blueprint for 

the table schema.

• One important thing to understand about a 

partitioned table is that the partitions 

themselves are also tables

• They are created individually, and we can 

query them separately



Partitioned Table

accomodationConsumption

Partitioned   Table

Residence 

« 37 »

Residence 

« 0023 »

Residence 

« 42LA »

Residence 

« 623 »
Residence 

« ,,,,,, »

Residence 

« ,,,,,, »

Partitions

94 076 163 652 134 784 120 951 Nnn nn Nnn nn



Tablespace Partitioning

• https://pganalyze.com/blog/postgresql-partitioning-django

• https://django-postgres-

extra.readthedocs.io/en/master/table_partitioning.html

https://pganalyze.com/blog/postgresql-partitioning-django
https://django-postgres-extra.readthedocs.io/en/master/table_partitioning.html


Creating a partitioned Table
• CREATE TABLE accomodationConsumption_partitioned (

• id  BIGSERIAL,

• uid text NOT NULL,

• residence_id integer  NOT NULL,

• PRIMARY KEY (id, residence_id)

• ) PARTITION BY RANGE (residence_id);



Django and Partitioning



Django Partitioning - Get’s started

from psqlextra.types import PostgresPartitioningMethod

from psqlextra.models import PostgresPartitionedModel

class accomodationConsumption_partitioned(PostgresPartitionedModel):

class PartitioningMeta:

method = PostgresPartitioningMethod.RANGE

key       = [‘residence_id’]

uid = models.TextField()

residence_id = models.integerField()

nnnnnn.....         = models.---------------

..........



Temporary Solution

• Custom Partitioning

• Partitioning by Year:

– create one SQL per Year

– create a common Partition selector :

• getPartitionModel()



Elasticsearch

and

Java



Elasticsearch 7 on Ubuntu 24.04
• sudo apt search openjdk

• sudo apt-get install openjdk-8-jdk

• wget -qO - https://artifacts.elastic.co/GPG-KEY-elasticsearch | sudo apt-key add -

• sudo apt-get install apt-transport-https

• echo "deb https://artifacts.elastic.co/packages/5.x/apt stable main" | sudo tee -a 

/etc/apt/sources.list.d/elastic-5.x.list

• sudo apt-get update

• sudo apt-get install elasticsearch

• sudo /bin/systemctl daemon-reload

• sudo /bin/systemctl enable elasticsearch.service

• sudo systemctl start elasticsearch.service

• sudo ls -la /var/log/elasticsearch/

• sudo cat /var/log/elasticsearch/elasticsearch.log

• curl -XGET 'localhost:9200/?pretty’

• https://www.willandskill.se/en/install-elasticsearch-5-x-on-ubuntu-16-04-lts-in-less-than-3-

minutes/

https://www.willandskill.se/en/install-elasticsearch-5-x-on-ubuntu-16-04-lts-in-less-than-3-minutes/


ElasticSearch 7

• On windows :

– https://artifacts.elastic.co/downloads/elasticse

arch/elasticsearch-7.16.3.msi



Test Access



Installing on Linux

wget https://artifacts.elastic.co/downloads/elasticsearch/elasticsearch-7.5.0-amd64.deb

wget https://artifacts.elastic.co/downloads/elasticsearch/elasticsearch-7.5.0-amd64.deb.sha512

sudo shasum -a 512 -c elasticsearch-7.5.0-amd64.deb.sha512

sudo dpkg -i elasticsearch-7.5.0-amd64.deb

sudo /bin/systemctl daemon-reload

sudo /bin/systemctl enable elasticsearch.service

sudo systemctl start elasticsearch.service

https://artifacts.elastic.co/downloads/elasticsearch/elasticsearch-7.5.0-amd64.deb
https://artifacts.elastic.co/downloads/elasticsearch/elasticsearch-7.5.0-amd64.deb.sha512


DJANGO 5

and

Python



Integrating with  Django 5
• pip install django==4.1.4

• pip install celery==5.2.7

• pip install django-environ==0.9.0

• pip install django-cors-headers==3.13.0

• pip install django-admin-tools==0.9.2

• pip install django-online-users==0.3

• pip install django-ckeditor==6.5.1

• pip install django-user-agents==0.4.0

• pip install django-adminplus==0.5

• pip install django-private-chat==0.3.0

• Pip install django-rest-framework==0.1.0

• Pip install django-filter==22.1

• Pip install django-rest-passwordreset==1.3.0

• Pip install django-oauth-toolkit==2.2.0

• Pip install django-seed==0.3.1

• Pip install django-import-export==3.0.2

• Pip install rules==3.3

• Pip install django-extensions==3.2.1

• Pip install django-watson==1.6.2

• Pip install django-admin-list-filter-dropdown==1.0.3

• Pip install django-compressor==4.1

• Pip install  babel==2.11.0

• Pip install  geoip2==4.6.0

• Pip install simplejson==3.18.0

• Pip install sorl-thumbnail==12.9.0

• pip install psycopg2-binary

• pip install django-multiple-authentication

• pip install django-admin-autocomplete-filter

• pip install djangorestframework-jsonapi==4.1.0

• pip install django-multiple-authentication

• pip install gunicorn

• Pip install jsonfield

• Pip install django-mysql==4.8.0

• Pip install django-bootstrap-datepicker-plus==4.0.0

• Pip install django-redis==5.2.0

• Pip install django-jsonview==2.0.0

• Pip install googletrans==3.0.0

• Pip install drf-extensions==0.7.1

• Pip install djangorestframework-jsonapi==4.1.0

• Pip install pandas==2.0.3

• Pip install Pillow=9.3.0

• Pip install django-htmlmin==0.11.0

• Pip install whitenoise==6.2.0

• Pip install  google-api-core==2.11.0

• Pip install google-api-python-client==2.70.0

• Pip install google-auth==2.15.0

• Pip install google-auth-httplib2==0.1.0

• Pip install google-auth-oauthlib==0.8.0

• Pip install google-cloud-core==2.3.2

• Pip install google-cloud-translate==3.9.0

• Pip install googleapis-common-protos==1.57.0

• Pip install googletrans==3.0.0

• pip install grpcio

• pip install gevent

• pip install psycopg2

• pip install pip-audit

• pip install gitpython

• pip install django-mobile-detect

• pip install django-session-timeout==0.1.0

https://pypi.org/project/django-multiple-authentication/
https://pypi.org/project/django-multiple-authentication/
https://pypi.org/project/django-multiple-authentication/
https://pypi.org/project/django-multiple-authentication/
https://pypi.org/project/django-multiple-authentication/


Integrating with  Django 5.1
• pip install django==5.1  (to be installed  in first)

• pip install celery==5.4.0

• pip install django-environ==0.11.2

• pip install django-cors-headers==4.4.0

• pip install django-admin-tools==0.9.3

• pip install django-online-users==0.3

• pip install django-ckeditor==6.7.1

• pip install django-user-agents==0.4.0

• pip install django-adminplus==0.6

• pip install django-private-chat==0.3.0

• Pip install django-rest-framework==0.1.0

• Pip install django-filter==24.3

• Pip install django-rest-passwordreset==1.4.1

• Pip install django-oauth-toolkit==3.0.1

• Pip install django-seed==0.3.1

• Pip install django-import-export==4.1.1

• Pip install rules==3.5

• Pip install django-extensions==3.2.3

• Pip install django-watson==1.6.3

• Pip install django-admin-list-filter-dropdown==1.0.3

• Pip install django-compressor==4.5.1

• Pip install  babel==2.16.0

• Pip install  geoip2==4.8.0

• Pip install simplejson==3.19.3

• Pip install sorl-thumbnail==12.11.0

• pip install psycopg2-binary==2.9.9

• pip install django-multiple-authentication==2.0.5

• pip install django-admin-autocomplete-filter==0.7.1

• pip install gunicorn==23.0.0

• pip install django-postgres-extra==2.0.8

• pip install gitpython==3.1.43

• Pip install jsonfield==3.1.0

• Pip install django-bootstrap-datepicker-plus==5.0.5

• Pip install django-redis==5.4.0

• Pip install django-jsonview==2.0.0

• Pip install googletrans==3.0.0

• Pip install drf-extensions==0.7.1

• Pip install djangorestframework-jsonapi==7.0.2

• Pip install pandas==2.2.3

• Pip install Pillow==10.4.0

• Pip install django-htmlmin==0.11.0

• Pip install whitenoise==6.7.0

• Pip install  google-api-core==2.20.0

• Pip install google-api-python-client==2.147.0

• Pip install google-auth==2.35.0

• Pip install google-auth-httplib2==0.2.0

• Pip install google-auth-oauthlib==1.2.1

• Pip install google-cloud-core==2.4.1

• Pip install google-cloud-translate==3.16.0

• Pip install googleapis-common-protos==1.65.0

• Pip install googletrans==3.0.0

• pip install grpcio==1.66.2

• pip install gevent==24.2.1

• pip install psycopg2==2.9.9

• pip install xlrd==2.0.1

• pip install xlwt==1.3.0

• pip install openpyxl==3.1.5

• pip install pyqt5==5.15.11

• pip install setuptools==75.1.0

• munch==4.0.0

• lockfile==0.12.2

• email-validator

• psutil

https://pypi.org/project/django-multiple-authentication/
https://pypi.org/project/django-multiple-authentication/
https://pypi.org/project/django-multiple-authentication/
https://pypi.org/project/django-multiple-authentication/
https://pypi.org/project/django-multiple-authentication/


Django 4 and MySQL
• sudo apt-get install python3-mysqldb 

• sudo apt-get install default-libmysqlclient-dev

• Pip3 install mysqlclient

Django 5 and MySQL
• sudo apt-get install python3-mysqldb 

• sudo apt-get install default-libmysqlclient-dev

• Pip3 install mysqlclient



Django 4 and PostGresql
• Engine : django.db.backends.postgresql_psycopg2

• Engine : django.db.backends.postgresql

• Pip3 install psycopg2-binary

Django 5 and PostGresql
• Engine : django.db.backends.postgresql_psycopg3 ???

• Engine : django.db.backends.postgresql

• Pip3 install psycopg3-binary  ???



Your 

core

code



Settings git repo on windows

• Git clone from unfuddle

• Create_netrc on c:/windows/user/xxxxx

• Add credential code :

• Git add *

• Git commit –am « initial commit »

• Git push origin master

• https://unfuddle.com/stack/docs/help/git-access-ssh/ or BitBucket, 

GitHub

https://unfuddle.com/stack/docs/help/git-access-ssh/


SSH key and GIT
• Pip install virtualenvwrapper

• Apt-get install git

• ssh-keygen -t rsa -C email@gmail.com

• Setup into .bashrc (see previous page for details)

• Mkvirtualenv venv_2025 

– /home/web/virtualenvs/venv_2025:

• Bin

• Include

• Lib

• ideolab-mailer (Our repo under Virtualenvs)

• Src (not used)

• Pip install gunicorn

• Cd /home/web/virtualenvs/venv_2025

• Create.netrc on /home

– machine unfuddle.io or any Https linked to your Rep

– login email@gmail.com

– password Password+2025 (your own password)

– protocol https



SECURITY



CloudFlare

• Under DNS Registrar & Reniew Payment



Firewall



Base IP Tables rules

• 1. Limiter les connexions par IP

• 2. Limiter le taux de requêtes

• 3. Bloquer les IP malveillantes (Blacklist manuelle)

• 4. Protection contre le SYN Flood

• 5. Limiter les ping (ICMP Echo Requests)

• 6. Bloquer les paquets invalides

• 7. Protection contre les scans de port

• 8. Activer le mode syn-cookies

• 9. Journalisation des attaques

• 10. Sauvegarder les règles

• 11 Drop Invalid Packets

• 12 BLOCK COMMON ATTACK PATTERNS



Base IPTables commands
• iptables -A INPUT -p tcp --syn --dport 80/443 -m connlimit --connlimit-above 50 -j 

DROP

• iptables -A INPUT -p tcp --dport 80/443 -m limit --limit 25/second --limit-burst 50 -j 

ACCEPTiptables -A INPUT -p tcp --dport 80/443 -j DROP

• iptables -A INPUT -s 192.168.1.100 -j DROP

• iptables -A INPUT -p tcp --syn -m limit --limit 10/second --limit-burst 20 -j 

ACCEPTiptables -A INPUT -p tcp --syn -j DROP

• iptables -A INPUT -p icmp --icmp-type echo-request -m limit --limit 1/second -j 

ACCEPTiptables -A INPUT -p icmp --icmp-type echo-request -j DROP

• iptables -A INPUT -m state --state INVALID -j DROP

• iptables -A INPUT -p tcp --dport 0:442 -m recent --name portscan --rcheck --seconds 

86400 -j DROPiptables -A INPUT -p tcp --dport 0:65535 -m recent --name portscan --

set -j DROP

• net.ipv4.tcp_syncookies = 1

• iptables -A INPUT -m limit --limit 5/min -j LOG --log-prefix "DDoS Attempt: " --log-level 

7

• iptables-save > /etc/iptables/rules.v4

• iptables -t mangle -A PREROUTING -m conntrack --ctstate INVALID -j DROP

• iptables -A INPUT -p tcp -m connlimit --connlimit-above 50 --connlimit-mask 32 -j 

DROP

• iptables -A INPUT -p tcp --tcp-flags ALL NONE -j DROP

• iptables -A INPUT -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT



Drop Packet from Bogus IP 

Address
• iptables -t mangle -A PREROUTING -s 224.0.0.0/3 -j DROP

• iptables -t mangle -A PREROUTING -s 169.254.0.0/16 -j DROP

• iptables -t mangle -A PREROUTING -s 172.16.0.0/12 -j DROP

• iptables -t mangle -A PREROUTING -s 192.0.2.0/24 -j DROP

• iptables -t mangle -A PREROUTING -s 192.168.0.0/16 -j DROP

• iptables -t mangle -A PREROUTING -s 10.0.0.0/8 -j DROP

• iptables -t mangle -A PREROUTING -s 0.0.0.0/8 -j DROP

• iptables -t mangle -A PREROUTING -s 240.0.0.0/5 -j DROP

ITS JUST A SAMPLE TO BE AUTOMATED BY A PERL SCRIPT



Rules against port scanning & 

Rst packets

• iptables -N port-scanning 

• iptables -A port-scanning -p tcp --tcp-flags 

SYN,ACK,FIN,RST RST -m limit --limit 1/s --limit-burst 2 

-j RETURN 

• iptables -A port-scanning -j DROP

• iptables -A INPUT -p tcp --tcp-flags RST RST -m limit --

limit 2/s --limit-burst 2 -j ACCEPT iptables -A INPUT -p 

tcp --tcp-flags RST RST -j DROP



iptables summary –Prod server



Install detection tools

• Apt-get install chkrootkit

• Apt-get install tiger

• Apt-get install rkhunter (rkhunter –c –sk)

• Apt-get install packagesearch

• Apt-get install logwatch

• Apt-get install tcptrack

• https://www.cyberciti.biz/faq/block-entier-country-using-

iptables/

• ifconfig

• tcptrack –i ens5

https://www.cyberciti.biz/faq/block-entier-country-using-iptables/


Ddos attach prevention

iptables -t mangle -A PREROUTING -m conntrack --ctstate INVALID -j DROP

iptables -t mangle -A PREROUTING -p tcp ! --syn -m conntrack --ctstate NEW -j DROP

iptables -t mangle -A PREROUTING -p tcp -m conntrack --ctstate NEW -m tcpmss ! --mss 536:65535 -j DROP

https://javapipe.com/blog/iptables-ddos-protection/

https://javapipe.com/blog/iptables-ddos-protection/

iptables -t mangle -A PREROUTING -p icmp -j DROP

iptables -A INPUT -p tcp -m connlimit --connlimit-above 80 -j REJECT --reject-with tcp-reset

iptables -A INPUT -p tcp -m conntrack --ctstate NEW -m limit --limit 60/s --limit-burst 20 -j ACCEPT

iptables -A INPUT -p tcp -m conntrack --ctstate NEW -j DROP

iptables -t mangle -A PREROUTING -f -j DROP

https://javapipe.com/blog/iptables-ddos-protection/


Doos attack iptables last rules

• ### 5: Block spoofed packets ### 

• /sbin/iptables -t mangle -A PREROUTING -s 224.0.0.0/3 -j DROP 

• /sbin/iptables -t mangle -A PREROUTING -s 169.254.0.0/16 -j DROP 

• /sbin/iptables -t mangle -A PREROUTING -s 172.16.0.0/12 -j DROP 

• /sbin/iptables -t mangle -A PREROUTING -s 192.0.2.0/24 -j DROP 

• /sbin/iptables -t mangle -A PREROUTING -s 192.168.0.0/16 -j DROP 

• /sbin/iptables -t mangle -A PREROUTING -s 10.0.0.0/8 -j DROP 

• /sbin/iptables -t mangle -A PREROUTING -s 0.0.0.0/8 -j DROP 

• /sbin/iptables -t mangle -A PREROUTING -s 240.0.0.0/5 -j DROP 

• /sbin/iptables -t mangle -A PREROUTING -s 127.0.0.0/8 ! -i lo -j DROP  

•

• ### 6: Drop ICMP (you usually don't need this protocol) ### 

• /sbin/iptables -t mangle -A PREROUTING -p icmp -j DROP  

•

• ### 7: Drop fragments in all chains ### 

• /sbin/iptables -t mangle -A PREROUTING -f -j DROP  

•

• ### 8: Limit connections per source IP ### 

• /sbin/iptables -A INPUT -p tcp -m connlimit --connlimit-above 111 -j REJECT --reject-with tcp-reset  

•

• ### 9: Limit RST packets ### 

• /sbin/iptables -A INPUT -p tcp --tcp-flags RST RST -m limit --limit 2/s --limit-burst 2 -j ACCEPT 

• /sbin/iptables -A INPUT -p tcp --tcp-flags RST RST -j DROP  

•

• ### 10: Limit new TCP connections per second per source IP ### 

• /sbin/iptables -A INPUT -p tcp -m conntrack --ctstate NEW -m limit --limit 60/s --limit-burst 20 -j ACCEPT 

• /sbin/iptables -A INPUT -p tcp -m conntrack --ctstate NEW -j DROP  

•



Install a Firewall

• Apt-get install iptables

• Apt-get install portsentry

• Apt-get install nmap

• Apt-get install fail2ban

• Limit Flood or Service deny

• Limit scan ports

• Limit connections per sec/IP

• Denny Ip address

• Server Intrusion (portsentry/Iptables)

– Portsentry –audp

– Portsentry -atcp

• Scan Currently Opened Ports (nmap)

– Both servers PX90 and PX120

• Set in crontab an antivirus scanner

– Virus « IptabLex » and « IptabLes »



How to  Check overloading server

• #!/bin/bash

• ip="148.251.238.138"

• port="80"

• for i in {1..100}

• do # do nothing just connect and exit

echo "exit" | nc ${ip} ${port};

• done



New Iptables rules by country
• # ----------------------------------------

• # ---- Block all Chineses IP address ---

• # ----------------------------------------

• counter=1

• ISO="cn ru kr"

• IPT=/sbin/iptables

• WGET=/usr/bin/wget

• EGREP=/bin/egrep

• SPAMLIST="countrydrop"

• ZONEROOT="/root/iptables"

• DLROOT="http://www.ipdeny.com/ipblocks/data/countries"

• $IPT -F $SPAMLIST

• [ ! -d $ZONEROOT ] && /bin/mkdir -p $ZONEROOT

• $IPT -N $SPAMLIST

• for c  in $ISO

• do

• tDB=$ZONEROOT/$c.zone

• #$WGET -O $tDB $DLROOT/$c.zone

• SPAMDROPMSG="$c Country Drop"

• BADIPS=$(egrep -v "^#|^$" $tDB)

• for ipblock in $BADIPS

• do

• $IPT -A $SPAMLIST -s $ipblock -j DROP

• counter=`expr $counter + 1`

• done

• done

• $IPT -I INPUT -j $SPAMLIST

• $IPT -I OUTPUT -j $SPAMLIST

• $IPT -I FORWARD -j $SPAMLIST

• iptables -L -n

• echo "ADDED " $counter " IP Address Blocks"



TO DO LIST

• AUTOMATE LOGWATCH ANALYZE

• KERNEL PARAMETERS TUNING

• REGULAR MONITORING (TOOLS)

• CLOUDFLARE DNS REGISTRAR



SSL   HTTPS



ssl  Https



Certbot and Let’s encrypt

• sudo apt-get update

• sudo apt-get install software-properties-common

• sudo add-apt-repository ppa:certbot/certbot

• sudo apt-get update

• sudo apt-get install certbot

• ************** IF ERROR ****

• python3 -m pip install cffi

• python3 -m pip install certbot-nginx

• If already installed, good to desinstall and reinstall again

sudo certbot –nginx

sudo certbot --nginx certonly –d  www.ideo-lab.com    -d 

www.staging.ideo-lab.com



# ---------------------------------

# ---------------------------------

# --- SSL Settings              ---

# ---------------------------------

# ---------------------------------

ssl_enable = False

SECURE_SSL_REDIRECT = False

SESSION_COOKIE_SECURE = False

CSRF_COOKIE_SECURE = False

SSL_URLS = (

'^/login/',

# ...

)

SSL_IGNORE_URLS = (

'^/i18n_js$',

'^/static/',

# ...

)

if ssl_enable:

SECURE_SSL_REDIRECT = True

SESSION_COOKIE_SECURE = True

CSRF_COOKIE_SECURE = True

SECURE_HSTS_SECONDS = 31536000 

SECURE_PROXY_SSL_HEADER = ('HTTP_X_FORWARDED_PROTO', 'https')

SECURE_REDIRECT_EXEMPT = [

]

NGINX Settings



;

# ----------------------------------------------------
# --- S S L   Settings for nginx                  ---
# ----------------------------------------------------
ssl on;
ssl_certificate  /etc/letsencrypt/live/www.ideo-lab.com/fullchain.pem;
ssl_certificate_key /etc/letsencrypt/live/www.ideo-lab.com/privkey.pem;
ssl_trusted_certificate /etc/letsencrypt/live/www.ideo-lab.com/chain.pem;
include /etc/letsencrypt/options-ssl-nginx.conf; 
ssl_dhparam /etc/letsencrypt/ssl-dhparams.pem; 

ssl_stapling on;
ssl_stapling_verify on;
ssl_protocols    SSLv3  TLSv1  TLSV1.1  TLSv1.2;
ssl_ciphers EECDH+AESGCM:EECDH+CHACHA20:EECDH+AES;
ssl_session_cache builtin:1000  shared:SSL:10m;
ssl_ecdh_curve secp384r1;
ssl_prefer_server_ciphers on;

## TLS parameters
ssl_session_cache shared:SSL:10m;
ssl_session_timeout 5m;
ssl_session_tickets off;

NGINX Settings



Google API 



Google Python addon

• Pip install  google-api-core==2.11.0

• Pip install google-api-python-client==2.70.0

• Pip install google-auth==2.15.0

• Pip install google-auth-httplib2==0.1.0

• Pip install google-auth-oauthlib==0.8.0

• Pip install google-cloud-core==2.3.2

• Pip install google-cloud-translate==3.9.0

• Pip install googleapis-common-protos==1.57.0

• Pip install googletrans==3.0.0



Google translate Installation

https://googleapis.dev/python/translation/latest/index.html

https://google-auth.readthedocs.io/en/latest/user-guide.html#service-account-private-key-files

https://console.cloud.google.com/apis/credentials?showWizardSurvey=true&project=servicei-

ranbir&hl=fr

https://console.cloud.google.com/billing/0030D7-73F8F0-D0405C/settings

https://cloud.google.com/translate/docs/basic/translating-text#translating_input_strings

https://cloud.google.com/translate/docs/advanced/translating-text-v3#translating_text

========================================================

https://developers.google.com/places/web-service/autocomplete?hl=fr

========================================================

in Google Cloud   access Setup : 

1) https://cloud.google.com/translate/docs/setup

2) https://console.cloud.google.com/apis/credentials/serviceaccountkey

3) Download Json API Key

"""

https://googleapis.dev/python/translation/latest/index.html


Google translate Token



EMAILS



POSTFIX



INSTALL POSTFIX

• sudo apt update && sudo apt install postfix 

mailutils

• sudo apt install postfix 

• sudo apt install mailutils



CONFIG POSTFIX











Postfix "send-only"



/etc/postfix/main.cf





create a Mail domain











Les gestionnnaires Email



Alternative

SMTP Relay





Test Emails





AWS   SES















SES EN PAS A PAS



https://eu-central-1.console.aws.amazon.com/ses/home?region=eu-central-

1#/homepage

https://eu-central-1.console.aws.amazon.com/ses/home?region=eu-central-

1#/get-set-up



CREATE SES ID






