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MDM Agenda

• Goals

• Ressources

• API Tools

• MicroServices the Basis

• Django REST Framework API in  depth

• Question on How Socotec will use API

• Django API structure – How to start  ?

• Tools to be Discover

• Socotec Specification  Guide



MicroServices and Django / Python

• Django RestFrameWork API (DRF)

• Django REST Swagger (Rich User interface for DRF)

• FastAPI (Possible Integration with Django)

• Customized API server(Home Made)

• MicroServices Admin Interface (Django, Customized, ….)



MicroServices the Basis

• Shared Databases
• Supervision, Settings, Logging, Metrics
• Adding New Microservices Functions
• Errors Tracking

• Application  Databases

• Access Token

• Common Public Gateway
• URL Structure et Patterns

• Querying and Data Management
• API Router
• Python Application

• Admin Tools

• Messaging



DRF the Basis

• Installation

• Permission

• Serializer

• Requests and Responses

• API Hyperlinks

• DRF Views

• Json  component

• Status Codes



API and Socotec

• The Good questions

• Who will use the API / MicroServices  (End User) ?

• Which frontend will access the API (React / Angular, Vue, …)

• Data Model Architecture (actual and Future)

• Languages used to Call Socotec MicroServices (Python, PHP, Mobile, Kotlin, …)

• About Security (Intranet / extranet)

• Platforms :

• PC / Laptop / Tablet / Mobiles



Django API Architecture

• Primary Rules:
• Define Communication protocols and Gateway

• URL, Json, Data transport, serialization

• Objects transport

• Return Code

• Frontend Integration

• Django API Settings

• REST API Database Model :
• Supervision

• Logging

• Auth/Token Management

• Traffic 

• Parameters

• Errors (Cf Logging)

• Statistics



Django Architecture



Django API Architecture - 2

• Common  Interfaces:

• One Rest API for each Platform or a Common Gateway  ?



Take a Look at Socotec System Tools

• Istio

• Rancher



Istio  
advantages

• Simply  Cloud Managing and 
Monitoring

• Load Balancing

• HTTP, TCP and 
Websocket

• API support

• Metrics and Logs

• Advanced Security



Socotec Specifications Guide
Version 1.0



Specification  Agenda

• Storage and Database

• Communication protocol

• API Gateway

• Automation

• Event Sourcing

• CQRS

• Requirements

• API Basis

• Authentication & Token

• Errors management

• Logging

• Scaffolding & Online API Documentation

• External Links

• API Usage



Storage & Databases



DataBase Agenda

• Storage

• Data Supported

• SQL Server

• SQL Engine comparison

• Performances Best practices

• Django

• Database Admin 



MicroServices Databases Concept



API Storage

•SQL Server :
• PostgreSQL 13.2

• MariaDB 10.5.9

• MySQL 8.0.23

• All Oracle Licenses



API Supported Data

• Single Data

• Array & Matrix  Data

• Json Object

Input

• Single Data

• Array & Matrix  Data

• Json & XML Object

• Binary Object

• Graphical Object (MatPlotLib)

• PDF Object

• Flat Files Object

Output



DataBase Localization and Deployment

• API Monitoring and Administration :
• Shared

• API Application services :
• Dedicated Databases (one per Application Group)

• Partitioned

• SQL Server 
• Dedicated Server and settings

• Dedicated ECU for RDS (as AWS or Google)

• 128 Gb of memory

• SSD Premium

• Cloud Services (the must !)



DB Comparison

PostgreSQL MariaDB

Performance High performing +30% Good with Low Traffic

Data Type Support Show errors !!! Strict Good Compliance

Features - Extended Materialized Views, Partial Indexes Former Replication, JSON, JSONB

Size SAME SAME

Partitioning NONE Spider Storage / Galera / Horizontal

Make The Choice ! Business – Popular – Complex Popular – Simple !

Yes If Advanced Features and Speed but 

needs advanced experts to take 

benefits !

Simple – Fast  enough for 80% of 

Website !



API Microservices – SGBD Best Practices

• One volume for Shared Database  (x1)

• One Volume for API services  (xNnnn)

• One Database per Application group
• Django allows easily to manage a Multiple Database configuration
• DataBase Router capabilities

• One Database for each consistent Data group 

• Table and Index Partitioning

• Indexes ?
• Yes, but on High cardinality
• Make SQL Explain
• Pay attention to Joins at Multiple Levels
• Foreign Key, Many To Many Choices ? With Django it’s 2x Tables More !!
• Sort requests



API Databases   ADMIN

• Django DataBase Admin Tool  ?

• Customized Databases Application (Socotec) ?

• Replication

• Backup

• POC (Point of Consistency)

• Recovery



Shared Databases Contents

• Shared DataBase (Table's definition) :

• Logging

• API Definition

• URL Definition

• Token Management

• API MicroServices Cross References

• API execution and Completion



API Dedicated  Databases Contents

• Dedicated API DataBase (Table's definition) :

• LUP  (Logical Unit Process)

• API Process Cross Reference

• API Data Flow (Input / Output) Temporary

• API Process identification and definition

• API Documentation & Description

• API Options, Values & Parameters

• API Templates



Databases Diagram Flow
MicroServices Tests

APIController

Microservice

CQRS

Frontend Python

● Matrix of 

integer/float

● Statistical test

● Name of variables

● Test parameters

Size: 1ko - 500ko

Matrix of results

Size: 1-10 ko

System API

Microservice

Databases

API

composition



Communication Protocol



Protocol  Agenda

• API End User

• Data Flow

• Protocol Alternatives

• Security & Permissions

• URL Structure

• Database & Admin 

• Nginx http/2

• GRPC and JS Client

• gRPC Logging



API – Who  are the end USERs ?

• Program : Python / PHP Application

• Platforms : Laptop / Telephone / Tablet

• OS : Windows , OSX, Android, IOS

• External : Website (Iframe / Widgets) cross URL/cross Company

• Audience : Public / Socotec / Backend / Partner companies



API  – Which  Data to be sent and received  ?

• Data Imbedded into URL

• Temporary  API Database

• Django Session

• Media - externalized



Real Protocol Alternatives

• HTTP1 / REST  (GET / POST)

• WebSocket

• HTTP2 - GRPC



Protocol's comparison
Nom Protocol Avantages Inconvénient

REST HTTP/1 - Simple (connu de tous)

- Scalable

- Outils complet autour

- Lent (de par l'ouverture de 

connexion à chaque requete)

- Uni directionnel

PubSub Plein (ex: MQTT) - Gère de gros volume de données

- Gère de nombreux cas (retry on error, 

restart in process …)

- Pas adapté pour les end user -> 

nécéssite support de deux api

différentes

- Nécessite un serveur bottelneck

Websocket HTTP/1.1 - Très simple à utiliser

- Peut être utiliser directement par les 

utilisateurs

- Difficilement Scalable

- Nécessite un service bottleneck 

ou la multiplication de clients à 

maintenir

GRPC HTTP/2 - Super rapide

- Décentralisé

- Supporte la communication asynchrone

- Encore assez recent -> peu d'outils



gRPC
Google  RPC

& 
Asyncio 



GRPC  - Advantages  vs  Disadvantages

Advantages Disadvantages

Functional rather than resource-based design Lack of consistent error handling

Reduced network latency Lack of developer tooling

Bi-directional support: HTTP2 Lack of infrastructure and monitoring support outside of 

GKE

Code generation Limited insight into common practices

Documentation Lack of edge caching

Infrastructure support Lack of support for additional content types



GRPC  - Supported Platform



GRPC Flow  
Diagram



gRPC and API



gRPC and Stub



gRPC Diagram Flow
How it works



GRPC  main Basis

• gRPC clients and servers can run and talk to each other in a variety of 
environments

• gRPC is typically an architecture Client-Server.

• gRPC is using IDL as Definition  language.

• gRPC is working with Protocol Buffers

• gRPC is working with asynchronously



GRPC  Life Cycle

•Unary RPC

•Server Streaming RPC

•Client Streaming RPC

•Bidirectional Streaming RPC

•Deadlines / Timeouts

•RPC Termination

•Cancelling an RPC



GRPC  Unary

• Client Call a Stub method,  Server is notified with Client’s Metadata.

• Server will Callback or Wait for the client’s request message.

• Client’s Message received, gRPC will prepare response and sent to  Client.

• When status OK received by  client, the gRPC task is completed. 



GRPC  main Basis

• gRPC clients and servers can run and talk to each other in a variety of 
environments

• gRPC is typically an architecture Client-Server.

• gRPC is using IDL as Definition  language.

• gRPC is working with Protocol Buffers

• gRPC is working with asynchronously (see gRPC Asyncio)



GRPC, Python  and Django 
• Django gRPC Framework

• Django-grpc 1.0.13

• django-grpc-secure 0.1.2

• django-grpc-framework

• django-api-gateway 0.0.7

• http://flagzeta.org/blog/using-grpc-with-django/

•

Tutorial



API URL Structure - remember

• Normalize URL

• Common URL Part

• GET or UPDATE

• API Service Identify

• Dynamic URL

• Constructed with request

• Django URLS.PY Patterns



Communication Databases

• A Microservices based on a Django Architecture needs at Minimum to be 
logged or obtain a uniq Token valid during the API session,

• Django AUTH:
• Login with a Valid User

• Get Credential attached to the Django account

• Return a Token valid for a Limited Time

• Automatic logout

• Private Socotec Token Database:
• Manage our own API User Database

• Manage our own  Token & Life cycle

• Associate various API authorization to each API user (Read, Update, component, ..)

• Control Active and revoked Users



gRPC    vs   HTTP/Rest

• Finally, it’s a wrong comparison start !!

• gRPC manage Microservices itself, not direct interaction with client Browser !!

• API Under Django need to define URL Patterns

• An API architecture needs several mandatory settings :
• Input Parameters

• API Structure & Validation

• Output Structure

• Permission & Token

• URL Structure

• Call Back Return to End User

• gRPC does not manage it, Just MicroServices communication, thanks to ProtoBuf

• Not direct support of HTTP2 by our common Browser



gRPC  and Django-Rest-framework

• The solution could  be partially found with the following Addon :

• GRPC Django Framework

• Python Django gRPC microservice framework

• django-grpc

• Easy way to launch gRPC server with access to Django ORM and other handy stuff. 
gRPC calls are much faster that traditional HTTP requests because communicate over 
persistent connection and are compressed. Underlying gRPC library is written in C 
which makes it work faster than any RESTful framework where a lot of time is spent on 
serialization/deserialization.

• Grpc-web



Django and gRPC Installation

• Examine various gRPC wrappers available on Django

• Requisite :  Python 3.4 +  and  Django 2.2 till 3.x

• https://realpython.com/python-microservices-grpc/ (Tutorial)

• https://djangogrpcframework.readthedocs.io/en/latest/

• Django-grpc 1.0.13

• django-json-rpc 0.7.2

• Django-grpc-framework 0.3

• Grpc-interceptor



Django gRPC Framework

• Prerequisites :

• Python 3.6

• Django 2.2

• Django REST Framework  3.10.xx

• gRPC

• gRPCtools

• Proto3 (Google Cloud API V3)



Protocol Buffers - proto3

• Protocol buffers are the flexible, efficient, automated solution to solve exactly 
this problem.

• With protocol buffers, you write a .proto description of the data structure you 

wish to store. From that, the protocol buffer compiler creates a class that 

implements automatic encoding and parsing of the protocol buffer data with an 

efficient binary format. The generated class provides getters and setters for the 

fields that make up a protocol buffer and takes care of the details of reading and 

writing the protocol buffer as a unit.

• Importantly, the protocol buffer format supports the idea of extending the format 

over time in such a way that the code can still read data encoded with the old format 



Protocol Buffers or  proto3

1. Efficient: Protocol buffers are verbose and descriptive. But they are 
smaller, faster,  more efficient, and provide high performance

2. Machine Readable: Protocol buffers are binary or machine readable and 
can be used to exchange messages between services and not over 
browsers

3. Generators: With a compiler, Protocol buffers can be easily compiled to 
source code  along with runtime libraries for your choice of programming 
language. This makes serialization or deserialization easier, with no need 
for hand parsing

4. Supports Types: Unlike JSON, we can specify field types and add 
validations for the same in the .proto file.



Protocol Buffers - In a Few Steps

1. Define your protocol format.  Proto file

2. Compile your Protocol Buffers definition – protoc command.

3. Define your Protocol  Buffer API (Based on Django Data Model)

4. Write your Message (Python MicroServices Modules & Serializers)

5. Read A Message (Python MicroServices Modules)



Protocol Buffers & Python



• sudo apt-get install python-dev

• Pip install djangogrpcframework

• Pip install djangorestframework 3.12.2

• Pip install grpcio 1.36.1

• Pip install grpcio-tools 1.36.1

• https://djangogrpcframework.readthedocs.io/en/latest/tutorial/building_services.ht
ml#environment-setup

• https://gustavoh.medium.com/building-microservices-in-go-and-python-using-grpc-
and-tls-ssl-authentication-cfcee7c2b052

• Name and application convention for this Tutorial
• Django project Microservices

• Application CareCheck

Django gRPC Framework Installation



Django gRPC Framework Quick Install

• Startproject microservices

• Startapp carcheck (for our sample and Tutorial guide!)

• Migrate “Create Django database”

• Installed Apps Add the django_grpc_framework to settings.py

• Define protos Define gRPC services and messages

• gRPC code generate gRPC ode, from microservices Project Folder

• Serializer Create a Serializer class

• Services Write and connect a GRPC Microservice

• Handlers Create a GRPC handler

• URLS wire up the handlers (Django Main Hook URLs)

• Settings Don’t forget Django gRPC Hook settings (ROOT_HANDLERS_HOOK)

• Run Server Run Microservice, Let’s start the GRPC server “50051” port



Learn Protocol  Buffer 
language First !

• https://developers.google.com/protocol-buffers/docs/proto3



Define Google Protocol Buffer    .proto

• python manage.py generateproto --model django.contrib.auth.models.User --fields

,username,email,groups --file user.proto

• python manage.py generateproto --model carcheck.models.Car --fields
cost_center,brand,model,version --file carcheck.proto

• python manage.py generateproto --model carcheck.models.CostCenter --fields
code,manager,society_name --file costcenter.proto



Execute Google Compile .proto

• python manage.py –m grpc_toolls.protoc –proto_path=./ --python_out=./  --grpc_python_out=./ 
./user.proto

• python manage.py –m grpc_toolls.protoc –proto_path=./ --python_out=./  --grpc_python_out=./ 
./costcenter.proto

• python manage.py –m grpc_toolls.protoc –proto_path=./ --python_out=./  --grpc_python_out=./ 
./carcheck.proto



Generated Socotec   .proto 



Compiled Socotec   gRPC Python module 

Socotec Services Compiled gRPC Python Module

User User_pb2.py

User_pb2_grpc

carcheck Carcheck_pb2.py

Cacheck_pb2_grpc.py

costcenter Costcenter_pb2.py

Costcenter_pb2_grpc.py



Tests with Django gRPC
Let’s start the gRPC server



Tests with Django gRPC
Let’s call with Django Management Command



Generate gRPC generic python code

• python -m grpc_tools.protoc --proto_path=./ --python_out=./ --
grpc_python_out=./ ./carecheck.proto 

• It will generate 2 files (Theses 2 files should remain intact !):

• carecheck_pb2.py

• carecheck_pb2_grpc.py



Validate each  Microservice in  “standalone”

• It’s possible to evaluate, debug and test each Microservices defined in 
“services.py” outside the gRPC Server .

• Sample Test code :

• from django_grpc_framework.test import Channel

• channel = Channel()

• stub = carecheck_pb2_grpc.UserControllerStub(channel)

• response = stub.Retrieve(carecheck_pb2.UserRetrieveRequest(id=self.id))

• response.title 



Django gRPC   Python integration

Generated files for service : carcheck 

Module Description By ?

Carecheck.proto Proto Buffer Definition gRPC Framework

Carecheck_pb2.py

Carecheck_pb2_grpc.py

gRPC  protocol Buffer code

gRPC Client & Server Classes

gRPC Framework

gRPC Framework

Application files 

Module Description By ?

Settings.py Django Settings for gRPC Developer

Serializers.py

Services.py

Models.py

Urls.py

Django Management/command

Django Rest Serializers

Microservices definition

Django Data Models

Django URL and gRPC  Register Handler

Python gRPC Client Module

Developer

Developer

Developer

Developer

Developer



Django gRPC   Python Modules compilation

Django Data Model

Carecheck

Carecheck.proto

_pb2_gprc

_pb2

generateproto

Grpc_tools.protoc



Django gRPC   Python Modules handwriting

Django Data Model

Carecheck

Serializers.py

Services.py

urls.py

gRPC Handlers
settings.py



Django gRPC   pb2 Python Modules (No Edit!)

Django Data Model

Carecheck

Carecheck_pb2.pyCarecheck_pb2_grpc.py

Carecheck.proto



Django gRPC   Python Modules Interactions

Serializers.py

Model Carecheck

Carecheck_pb2 services.py

Carecheck_pb2_grpc

Grpc_client.py

urls.py

gRPC Handlers



Django gRPC   - Return Code



Django gRPC   - Return Code



Django gRPC   - Error  Cases



Remarks & Issues

• It seems generateproto command does not work properly with  Auth User 
Abstract, to be confirmed !!

• AUTH_USER_MODEL

• Don’t Forget Django gRPC settings ! (ROOT_HANDLERS_HOOK)

• By Default, communication gRPC port will be configured at ‘50051”

• A Global port setting should be implemented !

• Pb2 compiled Python module do not be edited !!

• “Generateproto” does not support “update” on existing proto !

• “Generateproto” take first field as primary field !

• gRPC Python currently don't support server-side global error handle, It’s 
necessary to define a common  Error Handler !

• It’s possible to test in “standalone”  mode each Microservice 



gRPC 

Logging



Django Logging Basis

•Loggers
• DEBUG, INFO, WARNING, ERROR, CRITICAL

•Handlers
• Logging Engine

•Filters
• Filtering and additional control

•Formatters
• Rendering Log record (Text, …)



Django Logging Call 

•Logger.debug()

•Logger.info()

•Logger.warning()

•Logger.error()

•Logger.critical()

•Logger.log()

•Logger.exception()   ERROR !



Available LOGGING TOOLS

• PAID :

• Sentry

• Raven

• Standard Python Open Source:

• Django base Logging

• Django-structlog



gRPC LOGGING Settings



gRPC 

Asyncio



gRPC   Client Class

New ProtoBuf generator



Django gRPC   New ProtoBuf Generator !

Django Data Model

Carecheck

Carecheck.proto

generateproto

Django Data Model

grpcProtoBuf

Django Data Model

grpcProtoBufFields

Django Data Model

grpcProtoBufFields



Django gRPC   : New gRPC Client Class !



Django gRPC   
: New gRPC 

Client Admin 
Tool



Django gRPC Error Handler  : New  SQL Tables !



Django gRPC Logging Handler  : New  SQL Table !



gRPC   and NGINX



NGINX and 
Http/2

• gRPC http/2 support since NGINX  
1.13.10

NGINX Proxying gRPC Traffic



NGINX Sample Proxy



NGINX gRPC  Routing



gRPC   and Asyncio

API



Asyncio API - Concept



Asyncio API - Server



Modules Contents

• Channel Objects

• Server 

• Exceptions 
•Errors management

• Interceptors
•Server & Client

• Client



gRPC   and JavaScript



gRPC  and Web client

• Installation of gRPC-web - git clone https://github.com/grpc/grpc-web

• Docker-compose pull

• Docker-compose up –d commonjs-client



gRPC  and Web client

Browser

gRPC-Web

gRPC-WEB

proxy

gRPC-Backend

(Python –Django)

• HTTP1.1/ HTTP2

• Application/gRPC-web + proto3

• Application/gRPC-web-text

• In-body gRPC trailers

• HTTP2

• Application/gRPC



• https://readthedocs.org/projects/grpc-django/downloads/pdf/latest/

• https://djangogrpcframework.readthedocs.io/_/downloads/en/stable/pdf/

• https://grpc.io/docs/what-is-grpc/core-concepts/

Django gRPC - External Links – Guide PDF



gRPC   Internal code

Flow



Call Microservice

• _channel.py

• _channel_managed_call_management

• state.channel.integrated_call() will call the Socotec Microservice itself

• _end_unary_response_blocking end of Response



CQRS and API Integration
-

EventSourcing



CQRS
-

Command  Query Responsibility Segregation



CQRS with Python and Django and EventSourcing

• Basic Resources :

• Erlang

• RabbitMQ (on Linux Server)

• Celery

• Django-celery

• Django-cqrs 1.7.6

• Eventsourcing

• Django-events-sourcing (But no documentation !)



CQRS the Basis



CQRS -
The Solution  ?



CQRS the concept

• Centralize all Updates from Various databases

• Update a Global Replica Database in charge to consolidate all  Data Up to 
date !

• Set Update or POC Flag for the Data

• API should access to this Data as main source  ?

• Activate Event Sourcing to keep Data Integrity for a Data group shared 
across several databases.

• Use CQRS to create new MicroServices process in  Read only for complex 
Request and queries with various filtering criterias.



CQRS – What we need, What we have  ?

• Individual Socotec Microservices :
• CRUD / REST API and PostgreSQL DB  (Source – Master)

• Webhooks Microservices :
• Send Outbound HTTP messages

• Replica DB (store Data, Historic, Triggers)

• Aggregate Data service :
• Read Only Public API, aggregated Data across multiple Socotec Services DB

• NOSQL  DB like MongoDB ?

• Reliable Fast Message Transport :
• RabbitMQ or Apache Kafka



CQRS and Django

• django-cqrs 1.7.6

• https://django-cqrs.readthedocs.io/en/latest/

• in Connect we have a rather complex Domain Model. There are many 
microservices, that are decomposed by subdomain and which follow database-
per-service pattern. These microservices have rich and consistent APIs. They are 
deployed in cloud k8s cluster and scale automatically under load. Many of these 
services aggregate data from other ones and usually API Composition is totally 
enough. But, some services are working too slowly with API JOINS, so another 
pattern needs to be applied.

• The pattern, that solves this issue is called CQRS - Command Query Responsibility 
Segregation. Core idea behind this pattern is that view databases (replicas) are 
defined for efficient querying and DB joins. Applications keep their replicas up to 
data by subscribing to Domain events published by the service that owns the 
data. Data is eventually consistent and that's okay for non-critical business 
transactions.



Django-CQRS       -- Requirements

• Django >= 1.11

• Python >=  3.6

• Pika 1.1.0

• Kombu 4.6

• Ujson 3.0.0

• Django-model-utils 4.0

• RabbitMQ AMQP



Install RabbitMQ Server & AMQP

• AMQP :  Advanced Message Queuing Protocol

• See standard Update on APT libraries (on RabbitMQ website)

• Sudo apt-get update -y

• Sudo apt-get install erlang

• Sudo apt-get install RabbitMQ-server



Django CQRS  Settings

• Add ‘dj_cqrs’  to INSTALLED_APP

• ADD CQRS Base settings :
• Transport (RabbitMQ) , URL and queue

• Add CQRS Mixin to your DataModel  (ReplicaMixin)
• Add cqrs_revision and cqrs_updated

• Run Django Migration

• Run consumer process :
• Cqrs_consume



Socotec- CQRS – Django DataBase structure



External Links



External Links - Documentations

• https://realpython.com/python-microservices-grpc/

• https://grpc.io/docs/languages/python/quickstart/

• https://grpc.github.io/grpc/python/grpc.html

• https://pypi.org/project/django-grpc-secure/

• https://pypi.org/project/django-grpc/

• https://pypi.org/project/django-cqrs/

• https://www.django-rest-framework.org/

• https://cloud.google.com/apis/design/proto3

• https://djangogrpcframework.readthedocs.io/en/latest/

• https://github.com/tanmaybaranwal/grpc-django-book-service

• https://github.com/topics/grpc-gateway

• https://github.com/tmc/grpc-websocket-proxy



• https://www.nginx.com/blog/nginx-1-13-10-grpc/

• https://github.com/grpc/grpc-web

• https://grpc.io/docs/languages/python/basics/#example-code-and-setup

• https://awesomeopensource.com/project/fengsp/django-grpc-framework

• https://pypi.org/project/django-grpc-bus/

• https://grpc.github.io/grpc/core/md_doc_statuscodes.html

• https://github.com/grpc/grpc/blob/master/doc/python/server_reflection.md

• https://djangogrpcframework.readthedocs.io/en/latest/tutorial/building_servi
ces.html#environment-setup

External Links – Documentations - 2



API  Usages



API Usages

• ….. Car-Check-back ….

• ….. To be documented ….

• ….. To be documented ….

• ….. To be documented ….
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